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Welcome to GFI LanGuard: GFIl LanGuard is an all-in-one solution for patch
management, vulnerability scanning and network auditing.

Introduction

This SmartGuide is designed to give a high level overview of what GFI LanGuard is, what it does, how to
effectively use the power of GFl LanGuard. This is an important tool to help plan a successful deployment.
This SmartGuide includes the following:

» GFl LanGuard product overview

» Why customers purchase GFl LanGuard

» Five (5) major topics to consider before deploying GFI LanGuard
» How to keep your computers secure and up-to-date

» Examples of GFl LanGuard reports.

With this guide and a little planning ahead of time, you will be able to deploy an efficient and easy-to-
maintain environment. Please take the time to review this document before installing the product.

For additional detailed documentation you can reference GFlI's knowledgebase called SkyNet (kb.gfi.com)
and the GFI LanGuard documentation.

If, after reading the SmartGuide, you have questions about any of the issues raised in this document, please
contact our support organization or create a support ticket.

GFl LanGuard product overview

GFI LanGuard is a comprehensive network management solution. It acts as a virtual security consultant
helping in the following areas: patch management, vulnerability checking, network and software
auditing, asset inventory, risk analysis and compliance. Simply stated, GFI LanGuard:

» Scans, detects, assesses and helps rectify security vulnerabilities on the network

» Scans for missing non-security patches, security patches, service packs and more

» Has powerful reporting to identify issues and lock down the network against hackers

» Provides a complete network security overview with minimal administrative effort.

GFl LanGuard scans, analyzes and helps remediate your network.

» Either agent-based or agent-less, GFI LanGuard scans the network for security related issues and
gathers security relevant information. It gathers information about security vulnerabilities, missing
patches, missing service packs, open ports, open shares, users and groups, installed applications and
hardware inventory. GFl LanGuard integrates with over 2,500 security applications such as antivirus,
anti-spyware or firewalls and reports on their status.

»  With the results of the scans you can then analyze the status of your network. GFI LanGuard
provides a powerful dashboard to browse and investigate the scan results. Security sensors are
triggered when issues are detected. A vulnerability level is assigned to each scanned computer
based on the items found during the audit. GFI LanGuard also provides reports and results comparisons.

» After scanning and analyzing, GFl LanGuard assists to remediate the security issues, automating the
process where possible.

» After creating a baseline scan, you can identify any differences or changes to the security and
computer configurations of all the computers in the network. You can decide to take such actions as
to deploy missing Microsoft® and non-Microsoft updates, rollback updates, deploy custom software
and scripts, uninstall unauthorized applications, open remote desktop connections to scanned
computers, etc. All of these actions will help to ensure your network is up-to-date and the latest
security patches are applied.
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Why customers purchase GFl LanGuard

Based on our experience, below are the top four reasons GFI customers purchase GFl LanGuard:

1. To minimize the risk of security breaches by:
a. scanning the network for security and vulnerability issues
b. automatically detecting and uninstalling any unauthorized applications
. auditing software (which PCs have what software) and hardware devices on the network
d. receiving alerts and reports regarding the security environment of the network

2. To automate patch management - detect and deploy missing patches for Microsoft and Mac OS®

X operating systems and Microsoft, Mac and other third party applications
3. To conduct network auditing and network health monitoring

4. To aid with compliance for security regulations that require regular vulnerability assessment and
patch management (e.g., PCI DSS, HIPAA, GCSx CoCo, SOX, GLB/GLBA, etc.).

Before deploying GFl LanGuard

There are five major aspects of GFl LanGuard to consider before deployment. It is important that you
understand each of them so, if after reading the sections below you have any questions or want to discuss
any of them, please contact us.

1. Licensing GFl LanGuard

System installation requirements

Scanning profiles - what you need to know
Choosing the right database

ik N

Scanning and performance tips

1. Licensing GFI LanGuard

GFI LanGuard is licensed based on the number of active ("Active”) IPs* you are scanning.
For example:

» Ifyou have an IP range of 192.160.1.1 through 192.160.1.254.

» And you have 20 Active IPs in that range that you want to scan, you only have to license the 20
Active IPs.

» However, it is important to note that if there are more than 20 Active IPs in that range, AND you only
license 20 IPs in GFI LanGuard, you will only be scanning the first 20 Active IPs (hence any Active IP
beyond the 20 will not be scanned).

* An "Active” IP is defined as an IP address that is reachable and available through a connection request sent
in the form of NETBIOS queries, SNMP queries and/or ICMP pings.

Note: Network discovery is not bound by license limitations. This means you can discover and have shown in
GFI LanGuard an unlimited number of active devices from your network, but you will only be able to scan up
to the number allowed by your license.

2. GFI LanGuard system installation requirements

GFI LanGuard has hardware and software requirements that must be met prior to installing GFI LanGuard. The
most important of these requirements are listed below and the full set can be found here.
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System requirements: Hardware

Hardware requirements depend on network size. Refer to table below for the suggested minimum
specifications according to your network size.

_ 1 to 100 computers | 100 to 500 computers | 500 to 3,000% computers

Processor 2 GHz Dual Core
Physical Storage 5GB

Memory 2GB

Network Bandwidth 1544 Kbps

2.8 GHz Dual Core

10 GB
4GB
1544 Kbps

3 GHz Quad Core 1 GHz+
20 GB 350 MB

8 GB 25 MB
1544 Kbps 1544 Kbps

*Note: If you are looking to manage 2000+ seats of GFI LanGuard, we recommend that you contact us for
pricing as well as suggestions regarding the proper management and deployment of this solution.

System requirements: Software

Supported operating systems

(x86 or x64)

Supported
databases

Other required components

Microsoft Windows Server 2008
Standard/Enterprise

Microsoft Windows Server 2003
Standard/Enterprise

Microsoft Windows 7
Professional/Enterprise/Ultimate
Microsoft Windows Vista
Business/Enterprise/Ultimate
Microsoft Windows XP Professional
(SP2 or higher)

Microsoft Small Business Server
2008 Standard

Microsoft Small Business Server
2003 (SP1)

Microsoft
Access
Microsoft SQL
Server® 2000
or later
MSDE/SQL
Server Express
Edition

Other server components:

The following components are required to be
installed on the server where GFI LanGuard is
installed (they are installed automatically by GFl
LanGuard if they are missing):

Microsoft .NET Framework 3.5
Target computer components:
The following components are required to be

installed on target computers for GFI LanGuard to
be able to scan them:

Secure Shell (SSH) - Required for UNIX based scan
targets. Commonly included as part of all major
Unix/Linux distributions.

Windows Management Instrumentation (WMI) -
Required to scan Windows-based scan targets.
Included in all Windows 2000 or newer operating
systems.

File and Printer Sharing and Remote Registry need
to be enabled

System requirements: Mac OS target computers for patch management

Supported operating systems

(x86 or x64)

Other required components

Mac OS X 10.5
Mac OS X 10.6
Mac OS X 10.7
Mac OS X 10.8

Leopard)

Snow Leopard)
Lion)

Mountain Lion)
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Secure Shell (SSH) must be enabled on the target
Mac OS machines.



GFl LanGuard agent:

Supported operating system (x86 or x64) Agent footprint

Microsoft Windows Server 2008 Standard/Enterprise Scanning agent minimum required
Microsoft Windows Server 2003 Standard/Enterprise resources:

Microsoft Windows 7 Professional/Enterprise/Ultimate/ Agent RAM usage: 25 MB

Home Premium Disk space required: 350 MB

Microsoft Windows Vista Business/Enterprise/Ultimate/Home
Microsoft Windows XP Professional (SP2 or higher)

Microsoft Small Business Server 2008 Standard

Microsoft Small Business Server 2003 (SP1)

Microsoft Windows 2000 Professional/Server/Advanced

GFI LanGuard relay agent:

GFI LanGuard relay agents act as cache stores for GFI LanGuard program updates and patches, allowing for
reduced network bandwidth consumption between the GFI LanGuard server and client computers.
A computer is eligible as relay agent when it has:

»  Good uptime (an offline relay agent incapacitates its clients)
» A fast network connection to its clients
» Enough disk space for caching.

System requirements: Hardware

[ | 1to100dlients 100 to 500 clients 500 to 1,000 clients

Processor 2 GHz Dual Core 2 GHz Dual Core 2.8 GHz Dual Core
Physical storage 5GB 10 GB 10 GB

Memory 2GB 2GB 4GB

Network bandwidth 100 Mbps 100 Mbps 1 Gbps

3. Scanning profiles - What you need to know
Out of the box, GFI LanGuard comes with an extensive list of scanning profiles*. A list is available here
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