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Introduction

Welcome to Policy Commander

Welcome to Policy Commander® — your command center for managing computer security
policies.

Policy Commander improves organizational accountability and helps you secure your enterprise
network by automating implementation and enforcement of security policies on Windows
computers. It continuously monitors the state of computers on the network, delivering detailed,
real-time insight into the state of security policy compliance. Policy Commander remediates non-
compliant computers to ensure continuous security policy enforcement, and significantly reduces
the time and resources needed to create, test, and implement any security policy for any
Windows-based server or workstation.

With Policy Commander, security policy compliance information can be summarized in a
Console, or presented in detail for system administrators. Policy Commander automatically alerts
users via email when a computer is out of compliance, and can automatically enforce policies on
non-compliant systems.

Policy Commander lets administrators define the role and security level of a computer, and
automatically applies the appropriate security policies for its role and security level. Policy
Commander maintains security policies in a central location and provides an intuitive Console for
centralized administration. The Policy Commander Knowledge Base delivers a growing library of
security policies authored by New Boundary Technologies and based on templates from
Microsoft and leading IT security organizations. With the Policy Editor, you can also add your own
policies and customize existing ones to accommodate your network infrastructure and
organizational security needs.

This tutorial is designed to familiarize you with the key functions and features of Policy
Commander.

Policy Commander Architecture

An administrator uses Policy Commander to enforce security policies on managed computers.
Policy Commander is made up of the following components.

A Console — The Console is your command center for monitoring compliance, and for
setting up, enforcing, and managing policies and computers. Open the Console by
running PComConsole.exe from your Policy Commander installation folder or from the
Start menu.

A Policy Editor — The Policy Editor enhances the effectiveness of your policies by adding
rules, security templates, and Packages to target specific configurations, compliance, and
settings on the managed computer.

A Channel Server — The Channel Server manages the communication between the
Console, database, and client computers. After you install Policy Commander, the Server
works in the background, providing information to the Console and applying changes to
Client computers according to your settings.

A Database — The Database serves as the repository for storing information, like Client
status, computer compliance and policy settings.

A Client — The Client is the software run on managed computers that executes policies,
reports information to the Server about its current status, and alters the group
membership as needed.

A Knowledge Base — The Knowledge Base provides you with security policies written by
New Boundary Technologies.
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The image below provides an overview of how these components work together:

POLICY EDITOR

CONSOLE

CLIENT

CONSOLE

Used by administrators
to administer, monitor
and enforce policies

CLIENTS

The client checks for
policies to enforce. It runs
inside or outside the
network, on both servers
and workstations.

CHANNEL SERVER

Center of Policy

DATABASE SERVER

Stores information about

Commander operations. computers and policies,
Manages communication Can use MS SQL Server
between Console and or SQL Express,
clients via TCP/IP.

POLICY EDITOR KNOWLEDGE BASE

Used to edit and
customize computer
security policies.

A growing library of
computer security
policies, templates, and
documentation.

POLICY COMMANDER ARCHITECTURE

Tutorial Overview

This tutorial will guide you through a series of exercises that will help you understand the features
and benefits available using Policy Commander. Once installed, the tutorial can be completed in
under 15 minutes.

1 Policy Commander installation

Policy Commander Console overview
Managing a computer

Creating computer groups

Policy compliance and enforcement

Downloading policies

=A =/ =4 -4 4 -4

Editing policies.
Let's begin.



Install Policy Commander

Installing Policy Commander

Preparation
Verify that the target computer satisfies the system requirements.
For customers who already have New Boundary Technologies Prism Suite products installed, it is

recommended (for this tutorial exercise) that you install Policy Commander on a computer that is
not running the Prism Channel Server.

For your evaluation, you can install all of the components on a single computer. When you are
ready to move to a production environment, each of the various components can be installed on
separate machines.

Install Policy Commander

For this tutorial, you will install the Policy Commander Console, Policy Commander Editor, and
Policy Server on your machine. During this process you will also install the "Evaluation Channel".
This channel contains sample policies and configuration groups to help get you started with using
Policy Commander.

1. Run the setup file, which you downloaded or received from New Boundary
Technologies. This opens the installation wizard.

2. Select the language for this installation, and press OK.
x|

Select the language far the inzstallation from
i the choices below.
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3. The Welcome screen appears. Press Next.

Policy Commander - InstallShield Wizard x|

Welcome to the InstallShield Wizard for Policy
Commander 3.0

The InstallShigld® YWizard will inztall Palicy Commander 3.0
on your computer. To continue, click Hest.

< Back | Mest > I Cancel |

4. Review the license agreement. Select the "l accept” option, then press Next.

Policy Commander - InstallShield Wizard

License Agreement

Pleaze read the following license agreement carefully.

Mew Boundam Technologies License Agreement for Policy Commander Yersion 3.0 ﬂ

DO MOT OFEM OR INSTALL THE Palicy Commander SOFTWARE LUNTIL YO HAVE
READ THIS LICENSE AGREEMEMNT. BY INSTALLING OR USING THE SOFTWARE
[OR AUTHORIZING aAMY OTHER PERSON TO DO 50] 0L ACCEPT THIS LICEMSE
SGEREEMENT.

DEFINITIONS:

"MEW BOUMDARY TECHHOLOGIES" means Mew Boundary Techrologies, [nc., 1300
Godward Street ME, Suite 3100, Minneapaliz, Minnesota 55413,

hd
% | accept the termsz of the license agreement Print |

™ | do not accept the terms of the license agreement

[mztallshield

< Back | Mest > I Cancel |
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5. Enter your customer information and serial number, then press Next.

Policy Commander - InstallShield Wizard

Customer Information

Pleaze enter your information.

Please enter your name, the name of the company far which vou work and the product
zenal nurmber.

Izer Mame:

|NBT

Company Mame:

|NBT

Senal Mumber:
f

|etallSheld

< Back | [ et I Cancel

6. The next screen shows you the specific installation steps. Review these steps, then press
Next.

Policy Commander - InstallShield Wizard

Policy Commander

Setup overview

Inztallation will take wou through these steps;

1. o will firgt zelect the role(z] for the computer where you are ingtalling Policy Commander. [Bn
overview diagram will be available to aszist vou in selecting roles.

2. The zetup will check vour computer ta verify that any required Microzoft components are
ingtalled. [f nat, the setup will offer to download and inzstall them for you,

3. I pou have selected the zerver role, you may be azked to configure communications for the
wariouz Policy Commander components. ou will alzo be able to install an “'Evaluation Channel”,
which iz a termplate to guickly begin uzing Policy Commander.

4. The Policy Commander zoftware will be installed.

A. The inztallation will be configured.  If you've selected the server role, the installation will also
zet up vaur database and the “Evaluation Channel*'.

|mztallEhield

< Back | eRt » I Cancel
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7. Review the default destination folder for this installation. If you prefer a different location,
press the Change... button and enter the desired location. When you are done, press

Next.

Policy Commander - Installshield Wizard

Choose Destination Location

Select folder where setup will install files.

G Inztall Policy Cormmander 2.0 bo:
C:h. M ew BoundaryPalicy Commander

|mztallShield

< Back | et » I Cancel

8. Now select the components you wish to install. The exercises described in this tutorial
require the Policy Commander Console, Policy Commander Editor, and Policy Server
components. Check the components you want to install, then press Next. Steps 8
through 12 assume all components were selected.




Install Policy Commander

Policy Commander - InstallShield Wizard

Select Roles

Select the rolefz] for this computer.

X

Select the rales pou want, and dezelect the roles vou do not want. For evaluation, we suggest that you

accept the defaultz.

Folicy Commander

¢ befw] Policy Commander Conzole

Package Builder
o[ Palicy Server

14295 ME of space required on the C drive

34683.19 MB of zpace available on the C diive
| retall=higld

— Dezcription

Folicy Cormmander enfarces security
policies acrozs the netwark,

Channel overview, ..

¢ Back | M et > I

Cancel

Policy Commander requires access to SQL Server. If you do not have a SQL Server
instance available, the installer will install SQLExpress. If you already have a SQL Server
instance you would like to use, simply enter the computer and server name as described

in the dialog. Then press Next.




Policy Commander Tutorial

Policy Commander - InstallShield Wizard

Channel Server

Palicy Commander uges a databaze to store channel information.
Select a SGL Server inztance to use for the channel databasze.

SOl Bemeer |DEUJN-2KEF|2-I34
|f the prefered SOL Server instance does not appear in this iz, wpe in it name, for example:
computer namesingtance name

For unnamed instances, just enter the computer name.

Mote: “'ou can install a desktop wersion of Microzoft SGL Server 2008 by selecting
ZInztall SOLE =pressr from the above list.

[mztallEhield

< Back | Mext » I Cancel |

10. Specify the authentication method to use when connecting to SQL Server. Press Next.

Policy Commander - Installshield Wizard

Channel Server

Specify parameters for communication between the Channel Server
and the databaze.

SOL Server instance:  DEMIM-ZKER2-64

— Connecting Channel Server tothe SAL Server database

i |lze wWindows authentication
i |ze SOL authentication

— Authentication to uze during this installation
e |lzeWindows authentication
" Use SOL authentication:

Wzer M arme: I

Fazzwond; |

"w'e recommend wzing the defaults, which are bazed on the configuration of your system. |F pow are not
zure whether these opliohz are correct far this ingtallation, please contact Technical Support before
proceeding.

| metall= hield

< Back I P et > I Cancel *
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11. Select the port number to use for communication with the Policy Server. The default is
3133. Then press Next.

Policy Commander - InstallShield Wizard

Channel Server

X

Pleaze enter the communication parameter below,

The Channel Server uges a part to lizten for communications from the Congole and the Clients.

Please zpecify the part ta listen on.

|mztallShield

< Back | M et > I Cancel

12. Enter credentials for the server to use when communicating with the database. A default
user name and password is provided. Then press Next.

Policy Commander - InstallShield Wizard

Channel Server

|lzer account

The Channel Server requires a uger accaunt,
Thiz inztallation can:

{* Create a new uzer account uzing the user name and password you enter
i~ Use an existing account with the user name and password pou enter

User Name: |D EVIN-2K8R2-64NFD_DEY.IN-2E8R2-64

PEISSWDrd: I FEEERBRERRE R R R RRR R R R R R R R RRRER

Confirm pagzward: I I I I I R R IR T I I IIIITIITIINY]

Thiz Channel Server will uze a local instance of SOL with Windows authentication.

The uzer account will be a local uzer.
Help |
[mztallshield
< Back | M et > I Cancel |
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13. Check the box to have the Evaluation Channel installed. This is the channel assumed by
this tutorial. Then press Next.

Policy Commander - Installshield Wizard

Channel Server

|Fretallzhield

14. Enter the credentials that will be associated with the Evaluation Channel. These
credentials will be needed to connect to the channel. Then press Next.

10
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Policy Commander - Installshield Wizard x|

Channel Server

Policy Commander user account

Fleaze provide a name and paszword for the Policy Commander uger login. Thesze will be the
Channel Administrator credentialz with which pou will log onto the Policy Commander Consale.

Uzer Mame: |

Fazzword: I

Confirm Paszward: I

|mztalls hield

< Back I Mext » I Cancel |

15. The installation is now ready to proceed. Press Install.

Policy Commander - InstallShield Wizard x|

Ready to Install the Program

The wizard iz ready to begin installation.

Click Inztall ko begin the installation.

[F pou want ko review or change any of your installation settings, click Back. Chok Cancel to exit
the wizard.

|mztalls hield

< Back | [nztall I Cancel

16. The Setup Status dialog appears during the initial stages of the installation. Depending
on the options selected, the installation can take several minutes.

11
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Policy Commander - InstallShield Wizard

Setup Status

ratallzhield

17. When the setup is complete, the following dialog appears. Press Next.

Policy Commander 3.0

12
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18. Press Finish to complete the installation.

Policy Commander - InstallShield Wizard

Install5hield Wizard Complete

The InzstallShield *Wizard has successfully installed Policy
Commander 3.0, Chek Finizh to exit the wizard.

¥ Open the Policy Commander Tutarial?

The Palicy Commander Tutarial will help pou get started.

< Back | Finizh I Caticel

13






Launch Policy Commander

Launch the Console
1. Launch the Policy Commander Console from the Start menu.

2. The channel selection dialog appears, containing the available channels. Select the
Evaluation Channel, and press OK.

-
B
V"EN Select the channel you wish to manage

1

Mame | Server | Cancel
“¢” Evaluation Channel DEVIN-28r2-64
Create. ..
Find...
Femove.

EE

3. All Policy Commander channels are secured. In the next dialog, enter the user name and
password you provided when you created the Evaluation Channel in the Installing Policy
Commander section. Then press OK.

...'jd) Please enter your user name and password for the channel:

Bvaluation Channel

lIser name: I

Password: I

QK I Cancel Help

Policy Commander Console Overview

When you start the Console, the main window appears, as shown below. Through the main
window, you manage the computers in the Channel, create groups to organize the computers,
and assign and monitor policies assigned to the managed computers.

The remaining steps in this tutorial will introduce you to some of the main elements of the
Console. For more information, please refer to the Policy Commander online help, as it provides

15
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detailed information about the Console and its navigational elements. Some of the key elements
of the Console's main window include:

16

A
A

A

Menu bar - This provides access to all main functions.
Tool bar - This provides quick access to various functions. Of particular importance is the

0
Refresh button . This is used to refresh the Console with the latest data and status
from the Server, although this generally occurs automatically.

Tabs - The tabs beneath the tool bar expose major areas of functionality.

Network: This tab allows you to select computers to manage.

A Managed: This tab shows the currently managed computers and organizational
groups.

A Configuration Groups: This tab shows the configuration groups. These are
automatically populated with managed computers.

A Policies: This tab is where you manage your policies.

Tree view - The left hand pane contains a tree view perspective relative to the currently
selected tab. So in the picture below, the Managed tab is selected, so the tree contains
your managed computers and groups.

Details pane - This pane to the right of the tree view shows detailed information relative
to the currently selected item in the tree view. The contents are controlled through tabs at
the bottom of the window.

A Members: Contents of the group or item selected on the left

A Policy Compliance: Current state of policy compliance relative to the item
selected on the left.

A Policy Assignments: Current set of policy assignments made relative to the
item selected on the left.

A Compliance Summary: A summary of compliance relative to the item selected
on the left. This is an aggregate view of compliance.

A All Policies: Shows all available policies in a tree view.

Status bar - This is at the bottom of the window, and provides information on the
currently selected item or action.



Launch Policy Commander

Managed Computers
DEVJN-2KBR2-64
TestComputer
& Organizational Groups

= =

All Policies

PRI RR

Disable the Automatic Updates Service

Disable the Computer Browser Service

Enable the Automatic Updates Service

Enable the Computer Browser Service

Is Internet Explorer 7 installed

Is the latest Service Pack installed

Lock a computer after inactivity

Lock acomputer after inactivity (B4-bit\Windows)

Microsoft \Windows Vista- Enterprize Client - Desktop (Compliance Assessment only)
MNIST Windows XP - Enterprise (Compliance Assessment only)

Palicy Group ‘Ml Pelicies”: 10 Policies

17






Set Up a Computer

Setting the Polling and Enforcement Intervals

For your evaluation, we recommend setting the default polling and enforcement frequencies to
Continuously. With this setting, you will see changes in the policy or computer status more
quickly.

Caution: We do not recommend this setting for your production environment. When you
use Policy Commander in your production environment, set the polling to a
longer interval.

To set the polling frequency:
1. From the File menu, select Client Settings. This opens the Client Settings dialog.

2. Select Polling tab. The value you specify on this tab defines how often the client should
contact the Policy Server for updates. Select Continuously, if it is not already selected.

Client Settings [t S

Polling lSen.rer] Web Proxy SEn.rer] Policy Cummander]

% How often would you like clients to poll the
senver for new updates?

* Poll continuously

" Poll once every 10 El minute(s)
" Poll once every 1 3 hour(s)

" Poll once every day

[ 1 3 minute(s)

v Sutomatically apply settings to all clients

oK | Cancel | Help |

3. Next, select the Policy Commander tab. On this tab you specify the Enforcement
Interval. This defines how often the client should enforce (or assess compliance for)
policies assigned to that computer. Select Continuously, then press OK.

19
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Client Settings e

Palling ] Sen.rer] Web Proxy Server  Policy Commander l

. @ | How often should the client enforce assigned
policies?

" Continuously

* Check once every E-Eli minute(s)

" Check once every 1 El hour(s)

" Check once every day

0K | Cancel Help

4. Press Yes when the confirmation dialog appears.

At this point, your client is communicating with the server continuously to check for changes, and
(by default) policies will be enforced continuously.

Note: Atthe end of this tutorial, you will be asked to revert these settings back to their default
values.

Managing a Computer

Ready to see Policy Commander in action? In order for any target computer to be listed in the
Console (and have policies enforced), you must make that computer a "managed" computer by
installing the Client on that computer. When you initially install the Policy Commander evaluation,
we provide licenses to set up 25 additional computers in the Console.

Tip!  For this exercise, you will install the Client directly on your own computer. You can also
install it on a separate test computer if you prefer. When you are ready to move Policy
Commander to your production environment, install the Client on any computer that can
contact the Channel Server.

20



Set Up a Computer

1. On the Computers menu select Manage Computer...

“t» Policy Commander - &aiﬁ Channel [adni_
Edit View | Computers iPnicia Reports Security Tocls Help
A = Manage Computer...

1 w

Manage Licenses...
g Metwork Reinstall Client... roups rE}‘PDIicies l

Create Subscription File

-- ned
i 1) Organizational Groups

Mame r Type Status

2. The Manage Licenses dialog appears. Press Enter...

Computers must be licensed prior to becoming managed in this channel.
Flease select licenses below.

Licenses |

Status MName Policy Commander

You may enter additional computers by name:

License Information

o Licenses are available for: Policy Commander

21
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3. Inthe Add Computer dialog, enter the name of your computer.

Add Computer X ]

__2 Enter the name of the new computer.

| | Cancel Help

4. Onthe Manage Licenses dialog, press Next.

On the Client Installation dialog, press Install. This will install the Client to your
machine. Note that your computer will not be rebooted, whether or not you check the
"Reboot" checkbox.

22



Set Up a Computer

Computers must have Client software installed prior to becoming managed in
this channel. Please select an installation methed below.

Install Status I

Type  MName Status
ﬁ TestComputer

—Client Installation Method

UIse this installation method for computers that are
= . 3 currently accessible on the network and are running
Now via Direct Client Installation = | 00 S o e R ofware will e

installed automatically and immediately.

—Clhent Settings and Options

Settings.. | Owverride client settings for this installation only

Advanced Options... | Change default installation locations and network shares

[T Use alternate network credentials for this installation Credentials

¢ Reboot computer after instzllation

<- Back | Inztall I Finish Cancel Help

6. When the Client installation is complete, press Finish.

In the Console window you will see your computer listed as a managed computer. Under the
Managed tab, open the Managed Computers tree. Press the refresh button in the toolbar (or
press F5) to see the client's current status.

Computer Groups

Policy Commander supports several types of computer groups:

A

A

Organizational groups: You can create groups at any time that reflect categories that

are useful to you.

Configuration groups: Configuration groups are populated automatically with managed
computers, based on Smart Updat er™onfigutatos def i ned
groups are dynamic—as the configuration of managed computers change, they are

automatically placed in or removed from the appropriate groups. Computers cannot be

manually added to Configuration Groups or their subgroups.

23
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The following steps illustrate how to create an organizational group, after which you will explore a
configuration group.

1. Onthe Managed tab, select Organizational Groups in the tree view.

:!Z-- Policy Commander - Evaluation Channel {admin_}!

! File Edit View Computers Policies Reports Security T
9 AR 1B Gy B vl
S A R 1B R~ F
'g Metwark b]_ Managed iﬁl:nnﬁguratinn Groups

: Managed 2 | |: Members - Organizatic
El -:Li_d Managed Computers
DEVIN-ZKBR2-64
TestComputer
= -:Li_d Organizational Groups
[y nbtlab local

Mame Typ

2. Right click on Organizational Groups and select Create Group.... Alternately you can
use the Edit menu.

'l! Metwork B]_ Managed iﬁl:nnfiguratin

El ,:Q Managed Computers
b DEVIN-2KERZ-64
L Test[lnmputer

3. Enter the name of the group as "Groupl" and press OK. This will create the group, which
will be empty initially.

New crour —

!-i '! Please enter the name of the new group:

|Grc:up'|

| OK | Cancel Help

4. Now add your computer to this new group. While this can be done using the Add to
Group menu item (available in the Edit menu or through a context menu), for this
exercise you will do this using drag and drop. Simply select your computer under the
Managed Computers folder in the tree view, and drag it to the group.

24



Set Up a Computer

You can see that the computer appears as a member of that group.

\! Metwork g Managed iﬁl&:nﬁguration Groups B-'Policies
i Managed 1 || Members - Groupl
E| -:Q Managed Computers
P - DEVJN-2K8R2-64 MName Type Status Folling Interval
P TestComputer . ;
El EQ Organizational Groups DEVIM-ZKBR2-64 Server Attended Continuous
! ,__Q nbtlab local
E‘QQ
il d DEVIN-2KBR2-64
s

To illustrate the power of Configuration groups, we have included a variety of configuration
groups in the Evaluation Channel. The following steps introduce you to one of the Configuration
groups included in the Evaluation Channel. You are welcome to explore the others, and to create
your own Configuration groups.

1. Click on the Configuration Groups tab and open the Configuration Groups node in the
tree view. You will see several user-defined Configuration Groups that have been
included in the Evaluation Channel.

@ Network | 12 Managed/iﬁlinnfiguratiun Group:
E Cnnﬁgurﬂmﬁlum n Members - Co

|1’|4 Browser Installs
|1’|4 Instant Messaging

Mame

|1’|4 Services

.
[+
[+
[+
|1’|4 Windows Media Player

2. Open the Browser Installs Configuration group. This group has been defined to consist
of a set of sub-groups, each of which corresponds to a specific type of browser and
version.

25
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3.

26

'gNetwnrk IE&I"«'1anag|razu:|/$lZZ-:unfiguratiu:unGn:-ups l

Members - Brows

El- @ Cnnfgumtlnn Groups

¢ Firefox 1.5
¢ Firefox 2 and newer
¢ [E6Bx

wp [E7.0
E-iz% |E 9.0 and newer
- ri’li Instart Messaging
By Microseft Office
[#-ial O5Revision

MName !

Your computer will have been automatically assigned to zero, one, or more of these sub-
groups, depending on which browsers/versions you have installed on your machine. For
example, assuming you have IE 9.0 installed on your machine, you will see that your
computer has been automatically assigned to the IE 9.0 or newer Configuration group.

| 'QNetw.unrk 'Q_Managed/@tunﬂguratmnGmups | B'Pnlicies

1 | |} Members - IE 9.0 and newer

= @ Corfiguration Groups
=- rﬁ Browser Installs
Lt IEBD
¢ Firefox 1.5
iigep Firefooe 2 and newer
i |IEBx
p IET.D
EI---ri"-l Instant Messaging
F-{ifgl Microsoft Office
F-{ifgl OSRevision
-l Security Groups

Mame r Type Sk
DEVIN-2KBR2-64  Server At
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Assigning a Policy

For a policy to be enforced on target computers, the policy must first be assigned to the
computer. This can be done either by assigning the policy directly to the target computer, or by
assigning the policy to any group that contains the target computer. In this exercise, you will
assign policies using both techniques.

Assigning a Policy to a Computer
Assigning a policy to a computer can be done via a simple drag and drop or using top-level or

context menus. For this exercise, you will assign the Disable the Computer Browser Service
policy to your computer using the menu approach.

1. Inthe Console main window, click the Managed tab, then open the Managed
Computers tree and select your computer.

'l! Metwork Q_ Managed @Ccunfiguratit

Managed a Members
El ,:Q Managed Cl:nmpl.rters

< B \ame
TestCDmputer

El ,:Q Crganizational Groups DEVJN-ZKE
El ,:Q Group1

- .. DEVUN-2K3R2-64
I ,:Q nbtlab local

2. Inthe Details pane, select the All Policies tab. Then open the All Policies group and
select the Disable the Computer Browser Service policy.

ig MNetwork g Managed iﬁnConﬁguration Groups B-"F‘olicies

i Managed 1 | |; All Policies

E| ,:Q Managed Computers

. -2 DEVIN-2KBR254 [ &) All Policies

: |4 TestComputer

= !Q Organizational Groups [ Enable the Automatic Updates Service

Eﬁ Group1 B“ Lock a computer after inactivity
-2 DEVUN-2K8R2-64
l Q nbtlab local B" Enzble the Computer Browser Service

B" Lock a computer after inactivity (64-bit Windows)
B" Disable the Automatic Updates Service

m[e Disable the Computer Bro

B“ Is the latest Service Pack installed

Y .
Member{ % All Palicies £ Pdlicy Compliance { Pelicy Assignments / Compliance Summary /

3. With the Disable the Computer Browser Service policy selected, open the Policies menu
(alternately, right-click on the policy) and select Assign Policy....
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! File Edit View Computers F'aliciﬁhﬁepnrls Security Tools Help

- -ﬁ| @ | Enforce Policy

|@ Assign Policy...
i E Network , QManaged Export Policy to File...
: Managed

Import Policy from File...

E‘lié Managed Computers
i beld DEVIN-ZKBR2-64
------ A TestComputer Policy Editor

Elié Organizational Groups e b e i =envice
St Grnnd .

4. The Policy Assignment wizard appears. Press Next.

-
Disable the Computer Browser Service

Palicy enforcement is accomplished by applying policies to
computers and/or groups.

Import Policies from Policy Server..,

Press Mext to select computers andior groups to whom you wish to

apply the selected policies.

Help |
< Back |[ Net-> | Cancel |

5. Inthe Assign Policy dialog, you can select the computers and groups to which you want
to assign the policy. In this case, select your computer name, and press Finish. This will
assign the policy to your computer.

28



policy.

Enforce a Policy

Please choose the computers andior groups to which you want to apply the

=

Mame
DEVIN-2KBR2-64

TestComputer

nbtlab.local
nbtlab.local/Computers
Group1

Version 10.x

Automatic Updates - Manual

Automatic Updates - System

[om | »

@EEGEERFLCKCST

Instant Messaging -

~Back |[ Finish | Cancel |

In the Details pane, select the Policy Assignments tab. You will see the policy

assignment.

gNetwork/QManaged rﬁwnfigurationGmms rﬁ'Policies ]

| i Managed 1 | |} Policy Assignments - DEVIN-2KBR2-64
Elié Managed Computers
= DEVIN-2KBRZ-64 lcan lcon Paolicy Assigned Through
| TestComputer I i Computer
Ei Organizational Groups E'! [I'EJ Disic i Er
E‘i& Group1

i i DEVUIN-2KER2-64
-0y nbtiab local

Members ){ Al F'diCiE!SJ{ Policy CCITﬂiEﬂBE}\ Policy Assignments )J{ Cempliance Summary /

Ready

L

You have now assigned a policy to an individual computer! This same assignment could have
been done using drag and drop in place of steps 4 and 5, above.

Tip!

For the most robust control of a policy, use the Editor to refine the policy. If you need a
more basic level of control, use the policy or computer properties to target a specific
environment, role, or security level instead. For example, use the Editor to create a
complex set of applicability requirements. Or to simply specify that the policy applies only
to the Server role, use the policy properties. In this case, the policy is enforced only for
servers within the group. Workstations that are members of the group do not receive the

policy.
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Assigning a Policy to a Group

A policy can be assigned to a group in much the same way. Assigning a policy to a group has the
same effect as assigning the policy individually to each computer in the group.

For this exercise, you will assign the Enable the Computer Browser Service policy to the IE 7.0 or
newer configuration group. This is one of the pre-defined configuration groups provided in the
Evaluation Channel. The computers belonging to this group are automatically determined by
Policy Commander.

Note: If your target computer does not have IE 9.0 installed, select a different Browser Installs
group that does contain your computer.

1. Inthe Console main window, click the Configuration Groups tab, then open the
Configuration Groups node. Open the IE 9.0 or newer group.

@ Network | \J Managed ' 18 Configuration Groups | [BPolicies
Configuration Groups n Members - IE 9.0 and newer

El-w'i_i Configuration Groups

quq ;;MFEEFE IEstalls Name Type St

,ﬁ Firefooe 1 5 DEVIN-ZKBR2-64  Server At

.25 Firefox 2 and newer
-1 IE6x

13 IE70

B
Eﬂ---li’ii Instant Messaging
Eﬂ---li’f Microsoft Office

Eﬂ---li’f 05Revision

-1l Security Groups

2. Inthe Details pane, select the All Policies tab. Then open the All Policies group and
select the Enable the Computer Browser Service policy.
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/'QNetwnrk rgManaged/@t:onﬁguratinnGn::uLps rBJPDIicies l

: Configuration Groups q ||} All Policies
El--@ C:_:nﬁgumtinn Groups lcon MName
i Browser Installs 5 Al Policies

.
4 Firefox 1.5

Firefox 2 and newer
IE6x

IE7.D

Brzd |E 9.0 and newer

: rﬂ Instart Messaging

Iy Microsoft Office
By OSRevision

rﬂ Security Groups
-1y Services

ﬁ Windows Media Player

[  Enable the Automatic Updates Service

B‘ Lock a computer after inactivity

EP Lock a computer after inactivity (64-bat Windows)
[  Disable the Automatic Updates Service

EP Dizable the Computer Browser Service

[ Isthe Istest Service Packinstalled

i

\ rs }k All Policies 4 ﬂlc}r Currpﬁm‘& ﬁcy Assignments

Paolicy ‘Enable the Computer Browser Service’

and select Assign Policy....

3. With the Enable the Computer Browser Service policy selected, open the Policies menu

The Policy Assignment wizard appears. Press Next.

In the Assign Policy dialog, you can select the computers and groups to which you want
to assign the policy. In this case, select the group name IE 9.0 or newer. You may need
to scroll the window to find the group. Then press Finish. This will assign the policy to

that group.
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32

Please choose the computers andior groups to which you want to apply the
policy.

lcon MName
E COffice 2002 - Professional (Retail {OEM)
vl IE7.0
|E 9.0 and newer
[EZ0
Automatic Updates - Automatic
Automatic Updates - Disabled
Office 2002 - Standard
Microsoft Office
Office 2003 - Professional

< Back | Finish |

6. Inthe Details pane, select the Policy Assighments tab. You will see the policy
assignment.

gNetwork r’L]_Managed/@tﬁonﬂgurationGrol.ps

P C)

rBJPoIicies ]

E|--$ C:_:nﬁgumtion Groups
By Browser Installs Palicy Assigned Through
3 Enable the Computer Browser Service

b

[]—--rﬁ Instant Messaging %
[:I---I'ﬁ Microseft Office
B3 OSRevision
[]—--rﬁ Security Groups
[]—--rﬁ Services

B Windows Media Player

Ready

7. Now switch back to the Managed tab, and select your computer in the left hand pane.
Then select the Policy Assignments tab in the Details pane. You will see both policies
that have been assigned to your computer: one through direct assignment, and one
assigned through the configuration group.
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U_ Nehf.'ork[ g Managed iij. Configuration Groups B’Policies

i Managed 1 | |} Palicy Assignments - DEVJN-2KBR2-64
E|='JQ Managed Computers
i ﬁ DEVJN-2KBR2-64 lcon lcon Palicy Assigned Through
i el d TestComputer y
Eé Organizational Groups [’}
E'ﬂ Group1 :j; E’ Enable the Computer Browser Service 1E 5.0 and newer

¢ L] DEVJN-2KBR2-64
G-y nbtlab local

r ™
Members }{ Al PDTIC‘IES}{ Palicy Complia 3)\ Policy Assignments l( Compliance Summary /
L ,

Ready

Policy Compliance

Compliance States
There are several compliance states that apply to the assignment of a policy to a computer:

p>N

> >

Compliant: A compliance state is compliant if the computer to which the policy is
assigned satisfies the compliance conditions defined within the policy.

Not compliant: A compliance state is not compliant if the computer to which the policy
is assigned fails to satisfy the compliance conditions defined within the policy.

Enforced: A compliance state is enforced if the policy has recently been enforced on the
computer. Enforcement makes the computer compliant. The next section illustrates
enforcement.

Pending: A compliance state is pending when the computer has not yet reported its
compliance state.

Not applicable: A compliance state is not applicable if the policy has been assigned to
the computer but the computer properties do not satisfy the policy's applicability
conditions.

Not assighed: A compliance state is not assigned if the policy has not been unassigned.

Error: A compliance state is in the error state when there is an internal error in Policy
Commander, such as a communication failure.

Viewing Compliance
To view the compliance status of the policies you previously assigned to your computer, do the

following:
1. Selectthe Managed tab.
2. Select your computer in the tree view.
3. Inthe Details pane, select the Policy Compliance tab.
0!
4. To ensure you are seeing the most current status, press the refresh button in the

tool bar.
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5. You should see two policies listed in the Details pane, one for the policy you assigned

directly to the computer, and one for the policy you assigned to the configuration group.
For each assignment, you will see a current compliance state and other information.
Since the policy assignment exercise assigned two policies that were opposites - one to
enable a service, the other to disable the same service - one of them will appear as
Compliant and the other Not Compliant.

\! NetworLI/ g Managed I I@Configuration Groups B—-Policies -

i Managed 2 | |: Policy Compliance- DEVJN-2KBR2-64 I
,__'Q Managed Computers
k _I[!EV.EJ::I-ZKBRZ-H Icon Palicy ‘Computer Icon Compliance Last Update
" estComputer phe Disable the Computer Browser Service D
EI,__'Q Organizational Groups rr_l : 0
E‘Lil Groupl B“ Enable the Computer Browser Service  DEVJN-ZKBR2-64 o Not Compliant 121192011 4:37:03 PM

. -1 DEVUN-2KBR264
iy nbtlablocal

—
Members { All Policiek ) Policy Compliance { Pdiicy Assi { Compliance Summary /

‘Computer 'DEVIN-2KBR2-64'

Now switch to the Compliance Summary tab. This tab displays an aggregate view of
compliance. Since you have selected just a single computer (your computer) in the tree
view, the Compliance Summary pertains to just one computer. If either (or both) of the
policies are Not compliant, the aggregate compliance for your computer will be Not
compliant, and the pie chart will appear red. In the case shown in the screen shot, one
policy is Compliant but the other is Not Compliant, so the aggregate compliance is Not
Compliant.

The middle panel shows the computers in the selected group (in this case it the single
computer). The bottom panel displays the compliance details for the item selected in the
middle panel, including a summary description for any policies that are out of compliance.

9 Network g Managed ﬁ Configuration Groups B-—Pulicies
i Managed 2 ||} Compliance Summary - DEVIN-2KBR2-64
E“;é Managed Computers Computer Count  Percent
DEVUN-2KBR2-64
; ) TestComputer @ Compliant 0 0.00%
- Jé Qrganizational Groups © Not Compliant: 1 10000%
[SE%7) Group (@ Enforced: 0 000%
Lo DEVJN-2KER2-64 ) Ermor: 1] 0.00 %
,__Q nbtlab local ° Pending 0 0.00%
&) Not Applicable: 0 000%
Total 1 10000 %
lcon Computer lcon Compliance
2 DEWN2KERZE4 @ Not Compliant
Icon Compliance Computer Policy Summary
[v] Compliant DEVIN-2KBR2-64 Dizable the Computer Browser Service
(1] Met Compliant DEVIN-2KBR2-64 Enzble the Computer Browser Service The Computer Browser Service is not enabled
— = - - - 1 - 1
MHTW‘S,{N'WIUBS){PC‘ICV(‘ APdID‘Y Ih(“ SLI'rmaw/ I
—

The Compliance Summary view would typically be used to examine policy compliance for a
group of computers rather than an individual computer. With a computer group selected in the
tree view, you can quickly select any Not Compliant computer in the middle panel to drill down to
the specific policies that are out of compliance.
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Also note that the Compliance Summary view is available under the Policies tab. This offers a
policy-centric view of compliance. If you selected a policy group, for example Best Practices, you
would see a summary of compliance for Best Practices. Any of the Best Practices policies that
had been assigned would appear in the middle panel. Any of those policies with at least one Not
Compliant assignment would appear as Not Compliant, indicating that at least one computer is
out of compliance with respect to that policy.

Deleting a Policy Assignment
In this exercise, you will delete one of the two policy assignments you have made previously.
1. Selectthe Managed tab.

2. Select your computer in the tree view.

3. Inthe Details pane, select the Policy Compliance tab. Note the name of the policy that
is Compliant - it may be either one, depending on the configuration of your computer.

4. Switch to the Policy Assighments tab.

g Nehf.'ork[/ g Managed l iﬁ.CUnﬁguration Groups E’Policies
! Managed 1 ||} Policy Assignmenis - DEVJN-2KBR2-64
E|='JQ Managed Computers
ﬁ DEVJN-ZKBR2-64 lcon lcon Palicy Assigned Through
i held TestComputer ¥ : "
E'& Organizational Groups "'! [ﬂ} V=
E'ﬂ Group1 @ B‘ Enable the Computer Browser Service 1E 5.0 and newer
¢ L] DEVJN-2KBR2-64
!'Q nbtlab local
r ™
Members 4 All Policies { Policy Complianck j\ Policy Assignments { fompliance Summary /
Ready g

5. Select the policy identified in step 3.

Right-click on that policy, and select Delete Policy Assignment

Policy Assignments - DEVIN-2KBR2-64

lcon lcon Policy Assigned Through

Q. E" Disable the Computer Browser Service  DEVJN-ZKER2-64

Delete Policy Assignment Del l\y

7. Press OK in the confirmation dialog. The policy assignment for your computer is now
deleted.
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Enforcing the Policy

Now that you have reviewed the compliance status, you are ready to enforce non-compliant
policies.

1. Selectthe Managed tab.

2. Select your computer in the tree view.

3. Inthe Details pane, select the Policy Compliance tab.

4. To ensure you are seeing the most current status, press the refresh @ button in the
tool bar. The Policy Compliance pane should contain a single policy, and its compliance
state should be Not Compliant.

5. Select the policy. Right-click on it, and select Enforce Policy.

'Q Network/ 'Q_ Managed r@&:nfiguration Groups r B"Policies l
i Managed 2 | |} Policy Compliance - DEVJN-2KER2-64
EI:Q Managed Computers
g DEVJN-2KBR2-64 lcon Policy Computer lcon Compliance !
; i Te.stfj.omputer (B Digable the Computer Browser Service 1 Vet
EI:Q Organizational Groups 5 Enforce Policy [>

E& Group1

] 1; DEVIN-Z2KBR2-64 Acknowledge Enforcement

B-xy nbtiablocal

Policy Properties

Computer Properties

mﬁ:ﬁﬂiﬂ}\ﬁﬁw(‘ i ;Fdlcy‘ i ACu'rpﬁa'u:eSu‘rmy/

6. Inthe Confirm Policy Enforcement dialog, press Yes. This enforces the policy on the
target computer.

Are you sure you want the following policies enforced on the specified computers the

next time they poll?

lcon Paolicy lcon Computer
Dizable the Computer Browser Service E‘J

7. Press refresh @ again to update the status. The policy should now appear as
Enforced.
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cies

l

Managed Computers
DEVIN-2KBR2-64
TestComputer
Organizational Groups
- ;ﬁ Group1

.- DEVIN-2K8R2-64
-ty nbtlab local

lcon Policy Computer lcon Compliance ! L
e Disable the Computer Browser Service DEVIN-2KBR2-64 2 Enforced

8. To convert this assignment to Compliant requires that you acknowledge the
enforcement. To do this, right-click on the policy and select Acknowledge Enforcement.

Compliance

DEVIN-2KER2-64

Enforce Policy

Acknowledge Enforcement jt |

Policy Properties

Computer Properties

9. Now switch to the Compliance Summary tab, refresh the display again, and you will see
that your computer is now 100% compliant with its assigned policies!

10. If you would like to return your computer to its original state, simply assign the opposite
policy to your computer and enforce it.
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Download a Policy

Although Policy Commander's Evaluation Channel provides some built-in policies, additional
policies can be downloaded from external servers. In this exercise you will download a new
policy from the New Boundary Technologies Knowledge Base. We are constantly striving to bring
new policies and other valuable content to you by way of the Knowledge Base.

To download a policy from the New Boundary Technologies Knowledge Base:

1. On the Policies menu, select Import Policies from Policy Server...

! File Edit View ~Computers F'uliciﬁhﬂepﬂrls Security Tools Help

XYY
: == Aszzign Policy...
@ Network / |J Managed Export Policy to File..

T Import Policy from File...
El,_,'z:é Managed Computers
= 5 DEVJIN-2KBR2-64

fld TestComputer Policy Editor
E‘i& Organizational Groups H
[ L B |

2. Select the New Boundary Technologies Security Policy Knowledge Base. Press
Next.

a5 Add Policies to your Chan ml ﬁ

E’ Flease select the Policy Server that you want to

Enforce Policy

N

Import Policies from Policy Server... h

browse for policies to add to your channel.

Palicy Servers

=
2
"
g

Note: In some locales, an alternate server may be configured. In this case, the specifics
of steps 3 and 4, below, may vary.

3. You will be connected to the New Boundary Technologies Knowledge Base at
http://www.newboundary.com. The Import Policies dialog box displays the policy
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knowledge base in a tree structure.

ﬁ!- Import Policies from: Mew Boundary Technologies Secunity Policy Knowledge ... g

[ gy .
Select policies to add to your channel.

[ I3 Microsoft Windows XP Security Guide version 2.1 Policies

[ I3 Microsoft Windows 2000 Policies

[ I3 NIST Windows XP Security Policy Modules

[ I MIST Windows XP Security Template Policies

[ I3 Microsoft Windows 2000 Server Policies

[ I Gramm-Leach-Bliley Act (GLBA) Policies

[ I Application lockdown Policies

[~ I.3) Best Practices Policies

[ I3 Microsoft Windows Vista Policies

[ I Health Insurance Portability and Accourtability Act (HIPAA) Policies

Welcome to the New Boundary Technologies Security Policy Knowledge
Base. Here you will find a growing library of security policies that secure your
computers, protect electronic information and assist you with regulatory
compliance. The Knowledge Base is always growing, so check back often!

Cantfind the policy you want? Click here to send a suggestion for a policy to
Mew Boundary Technologies.

<Back [[  Close | Add Clear Help

4. The policy we want to use is in the Best Practices category. Later, you may want to take
time to browse through the other types of policies. Open the Best Practices Policies
folder, then open the Miscellaneous Policies sub-folder. Check the box next to
Automatic log off after period of inactivity. When you select the policy, the lower pane will
show the policy's (or policy group's) description.
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-
@, Import Policies from: Mew Boundary Technologies Secunty Policy Knowledge Base u
il

E’ Select policies to add to your channel.

------- [ 1) Microsoft Windows 2000 Server Policies

[~ |5 Gramm-Leach-Bliey Act (GLBA) Policies

[ I3 Application lockdown Policies

B[~ [ Best Practices Policies

------- [ I3 Data Protection Policies

- [EI Minimum Service Pack Paolicies

[ v I Miscellaneous Policies

--------- B @- Assure that System Restore is enabled

--------- v G

--------- [ @- Lock a computer after inactivity

--------- [ '@- Prevent logon through Teminal Services I,}
--------- B @. Secure a file

--------- [ '@- Secure a folder

-~ [ Retraction Policies

[ [ Disable unnecessary services

H- ) Microsoft Windows Vista Policies

B~ [ Health Insurance Portability and Accountability Act (HIPAS) Policies 57

m

Computer users often walk away from their workstations without logging off This can be a
security and privacy concern, particularly in areas with public access. This automatic log off
policy can be implemented to minimize the likelinood that an unauthorized individual may
access the workstation. The computer will be automatically logged off after a configurable
period of inactivity. Enforcement note: If a user is logged on to the computer at the time this
policy is initially installed, the computer will be rebooted.

<Back [[ Close | Add Clear Help

Now press the Add button to download the policy to your machine. Then press Close.

Click the Policies tab at the top of the Console. The policy you just downloaded is listed
on your Policies tab in the tree structure. It appears under both the All Policies list and

under Policy Groups in the Imported Policies folder. In the next section, we are going to
fine-tune this policy.
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/@Netwnrk rﬂh’lanaged r%l:nnfiguratinnGmms/@'Pnlicies l

[z All Policies
=105 Policy Groups
EHEB Imported Policies
B3 12/20/2011 New Boundary Technologies Securty Palicy Knowledge Base
EHEI,I Best Practices Policies
E@ Mizcellaneous Policies
=l i Automatic log off after period of inactivity

Paolicy Group ‘Miscellaneous Policies™: 1 Paolicies
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Introduction to the Editor

The Editor allows you to modify existing security policies or create new ones. The Editor is used

to create or modify security policies in a format that is unique to New Boundary Technologies and

Policy Commander. This format allows for security po
templ ates,” but rather a variety of compofiles)pts such
and Packages. The power of these components is enhanced by specifying the sequence and

applying conditional logic. Many of these components can also be modified with external tools,

and then imported into a security policy using the Editor. The resulting security policy is used by

Policy Commander to assign and enforce the security policy on your managed computers.

The Editor divides down security policy evaluation and enforcement into these stages:

A Applicability: Determine whether the policy applies to or is required on the target
computer. If the policy applies, evaluate the computer's current state of compliance.

A Compliance: Assess whether the computer is currently in compliance with the policy. If it
is out of compliance, display it as Not Compliant in the Console or enforce the policy.

A Enforcement: Take steps to enforce the policy and bring the computer into compliance.
These steps can include configuration rules, installation of security templates, and/or
Packages that perform a wide array of functions.

The resulting security policy can then be assigned to your managed computers through Policy
Commander. Once it is assigned to a computer, Policy Commander detects when that policy is
out of compliance and automatically re-applies the policy. You don't have to perform a series of
manual steps to fix a problem. New Boundary Technologies believes in automating cumbersome
and error-prone processes. With Policy Commander, you get a true "set and forget" capability
that lets you maintain secure workstations and servers.

Note: This page provides a brief overview to the Editor interface and its options. For more
detailed information, please see the online Help.

Editor Main Window

The navigation bar now displays information about the policy. You could use this policy
immediately to enforce a logoff period. But, since you may want to customize this and other
policies to suit your specific needs and environment, we will work through an example that
modifies this base policy.
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Define Policy Targets and Actions

Add steps to the Policy that determine
the applicability, assess the compliance,
or specify the enfarcement actions.

, Automatic log off after per
File Help

Determine Applicability i add applicabilicy Step
Tell Paolicy Cammander how to evaluate Q #dd Compliance Step
whether the policy applies to the H Add Erforcement Step
managed camputer. If the policy
applies, Policy Commander goes on to

. s View Detailed Infformation
the Compliance steps.

e (7) Determine Applic. ; ) ) ]

Click on a heading to view a list of steps,
) € Os.version.winip adjust the sequence, and apply Boalean
Assess Compliance logic.
Tell Paolicy Commander how to asses
whether the computer is currently in s
carmpliance with the palicy. If the & Automatic log aff softw,..
computer is out of compliance and the & s autamatic log off sof...
policy applies, Policy Commander

evaluates the Enforcement steps.

Assess Complian... Click on a step to view or edit that specific
step.

Enforce Policy Different Types of Steps
Enforce Policy " it e Earls,. Eac_h section can apply to all computers or
. — ) outline ane or mare steps. Steps can:
Wihen Paolicy Commander enforces the & Install automatic log off ... _ - . |
policy, it follows these steps. It can € Is auser currertly loga... » Evaluate configuration rules

= Assess compliance with a termplate

Enforcement steps can also install a
Package of changes.

evaluate the computer's configuration
before acting, apply a security
template, and/or install a Package of

@ Reboot the computer

changes on the managed computer. Policy Details
Company: Mew Boundat. ..

Policy Details author:

Details about the policy author, version, Version: 1.0

and company are listed here. Click the
Policy Details heading to edit this
infarmatian.

Default Language: Englis. ..

Note: Initially, the difference between policies and security templates may cause
confusion:

— Policy Commander enforces security policies, which can contain an array of
changes, configuration criteria, and actions.

— A security template, is an INF file, which is only one part of a policy. A policy
can include one or more security templates.

Types of Steps

The Editor lets you configure steps to evaluate and actions to take at each stage of the
enforcement process. You can apply the policy to all computers or configure steps to target
specific populations or specific solutions. Applicability, compliance, and enforcement types of
steps are available.

A No steps listed within a section: This option has the following behavior for each
section.

— Applicability: The policy applies to all computers.
— Compliance: The policy is compliant on all computers.

— Enforcement: The policy will take no actions when it is enforced

A —'-"}Template step: Evaluate the target computer's compliance with a security template
(.INF file).
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A ®Rule Step: Evaluate the target computer's configuration, settings, or other
characteristics. (See the online help for a detailed list of variables.)

A EJPackage step (Enforcement Only): Install a Package that can include software,
registry settings, deletions, or a wide array of other changes.

A Enforce the Compliance Steps step (Enforcement Only): This step lets you use the

compliance steps as the basis for enforcement. For example, if the compliance steps

include a security template, then the security template is applied to the computer when

the policy is enforced.

Example lllustrating How Policy Commander Evaluates the Steps

The following chart shows an example of how Policy Commander evaluates the steps added
through the Editor. There are an endless range of options for creating and arranging the steps,
the following represents only one example.
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- 2
= - Q@) Determine Applicability Mo further action until the
ﬁ @ Does the computer match my applicability steps? No next polling interval.
4]
s Does the computer match the configuration rule(s)
2‘ and/or is it compliant with the template(s) specified in the
Applicability steps?
l Yes
o Assess Complance Display the Policy as Compliant
g L= in the Console.
L 0 Does the computer match my compliance configuration? Mo further action until the next
O enfarcemeant interval.
g‘ Does the computer match the configuration rule(s)
=} and/or is it compliant with the template(s) specified
o in the Compliance steps?
No
Enforce Policy -3
@ Enforce the Compliance Steps
6 Enforce additional steps that I've added
Ee==7 Enforce the Compliance Steps =~ ———— |
| |
I Evaluate configuration rules 1
I if they are part of the Compliance steps. :
- : Apply any templates specified in the Compliance steps :
£ | (if applicable). 1
2 [ I
E b o J
@ I
‘E
I.E Apply a Package of changes or complete any other actions
specified for the Enforcement step.
Display the Policy with the Enforced status in the Console,
“e e Ewvaluate the Policy at the next enforcement interval,

Export the Policy to Policy Editor

Before the Policy Editor can be used on a policy, you need to export the policy to your file system.
To export a policy to your local file system, follow these steps:

1. Select the Policies tab.
2. Select the All Policies node in the tree view.

3. Select the Automatic log off after period of inactivity policy.
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4. On the Policies menu, select Export Policy to File....

! File Edit View Computers | Policies

A o 10N

Reports Security Tools Help

Enforce Policy

@ Assign Policy... l_

g |
"! Network gManaged! Export Policy to File... [
! Polici _ : lg i
Al Import Policy from File... t'am
EB’ P Import Policies from Policy Server... |

= g Automatic log off after p
[ Disable the Automatic | Policy Editor

[t Disable the Computer Blowsersermce | |
i..il Frahla tha & tomatic | Indates Service |

5. Inthe Save Policy File dialog, enter the file name and folder, if desired, and press Save.
This saves the policy to a file.

6. The Policy Saved dialog then appears, asking if you would like to open the file in the
Policy Editor. Press Yes.

x

' ] The Policy ‘Automatic log off after period of inactivity” was
saved to the file:

C\Users\jeremy’\DesktoplAutomatic log off after period of inactivity nbtpolicy

‘would you like to open this file in the policy editor now?

Yes I Mo

This opens the Policy Editor.

Configure an Applicability Step

The Applicability step is used to determine whether the target computer matches the
characteristics addressed by this policy. In our sample, we create a smart update rule that looks
at the target computer's operating system. If the target computer's operating system matches the
criteria we set, then Policy Commander goes on to evaluate the compliance steps. If the target
computer does not match our rule, then no further action is taken until the next time the Client
contacts the Channel Server.

Before Adding an Applicability Step

By default, the policy applies to all computers that contact Policy Commander. With this setting,
the compliance of all computers is evaluated.

. (?) Determine Applicability *

Palicy applies to all computers
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Configure the Applicability Step
1. Click Add Applicability Step in the Actions section of the navigation pane.

E ; Actions

[_-j fdd Applicability St ]
‘@ Add Compliance Sth.t
a &dd Enforcement Skep |

b

2. Onthe Choose Step Type dialog box, select the Rule Step option. Click Next.

‘ Choose step type |Z| |E| [Z|

Create a new:

(v @ Fule Step |
(" [} Template Step

| et -» | Cancel

Tip!  Steps can include configuration rules or security templates:
Yy Use a Rule Step to identify a wide array of characteristics.

Yy Use a Template Step to evaluate the computer's compliance with a security
template that you name.

You can add multiple steps and use Boolean logic to set up more complex criteria.
See the online Help for more information.

3. Onthe Rule Expert dialog box, enter the rule that identifies your computer's operating
system. Click Next.
In our example, we are looking for computers running the Windows XP operating system.

Note: Normally, the operating system would not be specified for this specific policy. We
just chose this characteristic to help illustrate applicability steps.

Rule Expert r;__( |
@ Assemble a rule clause, consisting of one or two values, an operator and any required parameters,
Yalue bype: Example: %%SESSIOMMAMES:

I OSWersion j |=

| OSVersion = 05, Yersion. WinkP

G0 to Editar | Mext -= | Cancel
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4. Onthe Rule Expert dialog box, type a descriptive name for the rule. Click Next.

Rule Expert E'

@ Enter a name for the rule,

Fule Mame:

|Is this a Windows XP computer?

Help
«- Back | Mexk -= | Cancel |

5. On the Edit Rule dialog box, review the rule that you have set up. Click Finish.

Edit Rule [X]

Edit the rule by hand, or click Rule Expert for step-by-step
assistance,

Fule Mame:
Rule

Expert...

Is this & Window computer?

i

Fule Text

OSYersion = 05, Yersion, WinxP

Help
Load Rule Save Rule Finish | Cancel |

6. Policy Editor lists the new rule in the Determine Applicability section of the navigation pane.

. (?) Determine Applicability
f} Is this a Windows XP computer?
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After Configuring the Applicability Step
Here is how Policy Commander evaluates this step:

F s - -
j@/ Determine Applicability &

Mo / Take no further acti
. . - aKke no ar action.
€ 1s this & Windows %P computer? OSVersion # OS.Version.WinxP ‘\

Yes
0OsVersion = 05 \Varsion WinXP

el

Assess Compliance

Configure a Compliance Step

The Compliance step is used to determine whether the target computer is in compliance with the
policy. In our sample, the compliance step asks if the computer is in compliance with the
Automatic Logoff after Period of Inactivity security template and whether automatic log off
software is installed.

Before Customizing the Compliance Step

The policy was set up to check for compliance with the Logon Message security template that
was created for this policy. In this example, we are only going to change the amount of time
specified in the security template. For other existing policies, you can add compliance steps that
suit your needs and environment.

A If the computer is in compliance and the correct software is installed, no further action is
needed. The computer is displayed with the Compliant status in the Console.

A If the computer is out of compliance or missing the software, the enforcement step tells
Policy Commander what action to take.
We will define the enforcement steps in the next section of this guide.

Assess Compliance *

(-]
j-_-} Automatic log off software sett...

@ Is autornatic log off software installed?

Customize the Logoff Period for Workstations

The policy we are using includes a default logoff time of 30 minutes (or 1800000 milliseconds).
Since you want to see this policy in action on your own computer, we are going to reduce the
amount of time. Just be sure to increase the time before enforcing the policy on other computers!

Tip!: Policy Editor lets you make changes directly to the security template. For some types of
change, you may want to use-inintMMC (MBresofur i ty Templ at
Management Console) to make changes. In that case, you would export the security
template before modifying it with MMC. (See the online help for more information.)

In this case, since we are simply changing text, this change can easily be made directly
through Policy Editor.

1. Click on the Automatic log off software settings step in the Assess Compliance
section of the navigation bar.
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b

Assess Compliance

[ —]
l % Automatic log off software settin...
€} Is automatic log off sohdare installed?

Policy Editor displays the security template in the details pane on the right.

Tq_e_/mpfar'e Slap
B’-" Automatic log off software settings

&4 |mport Security Template

™ Export Security Template

@ Delete Step

Template Mame:

|.-ﬁ-.ut|:umati|: log off goftware settings |

Failure Description:

|The automatic log off software gettings are not compliant with the organization's security policy |

Template Contents:

[Mhicode]
Tnicode=yes

[Wersion]
Fignature="3CHICAGOS™
Revision=1

[Frofile Description]
Dezscription=This template contains settings for configurin

; Specify the inactivity timeout in milliseconds, for exam
; 30 mwinutes is 1500000 mwilliseconds

[Fegistry Values]

MACHINEY SOFTWARE Y New Boundary Technologiesh 3ectings’ TinExi

Tip! Notice the Import and Export links. Use these links to import security templates
that you have modified outside of Policy Editor or export them for use with other
policies.

The security template, with any modifications, is saved with this specific step in the
policy. You can use the same source .INF file, with or without modifications, for
other steps or other policies.

2. Inthe Template Contents field, change the logoff period to 30000 milliseconds (30 seconds).
You may need to scroll to the right to locate the text.
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Template Contents:

= contains settings for configuring the automatic log off soft

timeout in milliseconds, for example
nilliseconds

hdary Technologies\NETWinExith 3ettings WinExitTimeout=4 30000

How Does Policy Commander Interpret the Compliance Steps?

52

Click the Access Compliance heading in the navigation pane.

b

Assess Eumﬂf_li_fnce

j} Automatic IBHI‘T software settin...

4@ Is aukornatic log off software installed?

Policy Editor displays the compliance steps in the details pane. The information displayed
here uses Boolean logic to tell Policy Commander how to evaluate the compliance steps.

@ Compliance Steps

o @ vl Automatic log off software settings @ @|l=d ~| @ O
o @ vl ls automnatic log off software installed? &) & o 0

Note: Our example is quite simple. However, the Applicability, Compliance, and
Enforcement steps can be as simple or complex as you want. First, you add the
steps. With all of the steps in place, you can arrange them in the details pane.

Yy Use the move up/move down icons (G) to move a step.

Yy Use the add parenthesis icon (@) to add parenthesis to your statements.
Yy Use the conjunctions (AND or OR) to separate or combine statements.
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The following flow chart shows how Policy Commander evaluates the steps in our
example.

Assess Compliance «

Is the computer in compliance with this security template?
In the Console, show the
No "] computer as Not Compliant.

1—} Automatic log off software settings

1 ves

€ Is automatic log off software installed?

lves

Mo further action is required.
Show the computer with the Compliant
status in the Console.

In the Console, show the
No o computer as Not Compliant.

Configure an Enforcement Step

When Policy Commander has identified a target computer as out of compliance with the Policy,
the Enforcement step tells it what actions to take to bring the computer into compliance. The
enforcement can simply duplicate the steps for assessing compliance — identify the computer
and enforce the correct security template. Or, the enforcement steps can act on the computers
identified through the compliance steps and perform an entirely new set of steps based on smart
rules, security templates, or even Prism Packages.

Enforcement Steps for Our Example

This policy is already set up with an enforcement step. We will not make any changes, but the
flow chart below illustrates how Policy Commander follows these steps. You may also want to
click the Enforce Policy heading to see the logic behind these steps. The Editor displays the steps
in the details pane.

Tip!  Since you often want to simply repeat the Compliance steps for Enforcement, we created
a special enforcement step—Enforce the Compliance Steps. This option is not used in
our current example, but you will find it convenient for many of your policies. It is
available by default when you create a new policy. Or, it is available when you configure
a new enforcement step.

Here are the steps listed in the Editor:

Enforce Policy

@ Inskall auktomatic log off saft, ..

@ Enforce the Compliance Steps
@ I= & user currently logged on. ..
@ Rebook the computer

So, our enforcement looks like this:
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Enforce Palicy 2

You click the Enforce link for a Policy
that is Not Compliant.

'

@ Install automatic log off software package

Install a Package on the target computer.
This Package installs the automatic log
off software.

¢ AND
r=- 'Q Enforce the Compliance Steps
€ 1s automatic log off software installed?

|
|
|
| l Yes
|
|
|
|
|
|

Then apply this security template
:} Automatic log off software settings

€ Is a user currertly logged on to the computer?
Is someone currently logged on to the

computer?
Yes [ ] Mo
Reboot the computer to run The automatic log off
the automatic log off OR software is run the next time a
software. user logs on.

L | )

'

Evaluate the Policy the next time the
computer contacts the Channel Server or
at the next Enforcement Interval,

The polling and enforcement intervals
are set on the Console’s Settings page

Be sure to save your changes to the policy.
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Return to the Console and Import the Policy

The policy you have edited and saved is now ready to be imported for use in the Console.
1. Close the Policy Editor and return to the Console.
2. Select the Policies tab.

3. On the Policies menu, select Import Policy from File.

! File Edit View Computers |Policies | Reports Security Tools Help

. ‘é | @ | Enforce Policy L
: @ Assign Policy...

/ 'ﬂ Netwark rgl\"lanaged Export Policy to File...
! Policies

Import Pelicy from File... I | -

EG‘ Ll Import Pelicies from Policy Sen.rer..l:"‘f
N EP Automatic log off after

----- EP Disable the Automatic L Policy Editor i
b EP Disable the Computer Browseroervmee J
il Ceakln ke Mdamedin | lnd—tan Candnn |_| = Mizahle the &t

4. Inthe Open Policy File dialog, select the policy you just saved.

5. The Confirm Policy Overwrite dialog may appear. Press Overwrite.

r Ind

|
ﬂ" The following policy already exists in your channel:

Lock a computer after inactivity

wiould you like to overwrite the existing policy or add a new copy?

Ohverwrite || Add new I Cancel

Now, the policy is ready for use.
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Reset Client Settings and Close the Console

For the purpose of the exercises in this guide, we asked you to set the polling interval and
enforcement intervals to "continuously” (in the setup chapter). Before you close the Console and
begin installing the Client on other computers in your production environment, we recommend
setting this interval to a value other than continuously.

To return the polling and enforcement intervals to the default values:
1. From the File menu, select Client Settings. This opens the Client Settings dialog.

2. Select Polling tab. The value you specify on this tab defines how often the client should
contact the Policy Server for updates. Specify 10 minutes.

3. Next, select the Policy Commander tab. On this tab you specify how often the client
should enforce (or assess compliance for) policies assigned to that computer. Specify 5
minutes, then press OK.

4. Press Yes when the confirmation dialog appears.

Now you can close the Console using the File menu and selecting Exit.

Review
This tutorial exposed you to several key features and concepts in Policy Commander:

Using the Policy Commander Console.

Managing computers.

Modifying client settings.

Creating and using computer groups.

Assigning policies to computers and computer groups.
Understanding policy compliance states.

Enforcing policies.

Downloading policies from an external policy server.

=A =4 =4 4 A -4 -4 -4 -4

Editing policies and understanding their applicability, compliance, and enforcement
aspects.

1 Importing policies from your file system.

We encourage additional exploration and experimentation. Please refer to the Policy Commander
Online Help Guide for additional information
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Technical Support

Contacting Technical Support

If you are unable to locate answers to your questions about Policy Commander within this Tutorial
or the online Help, please use the following resources to receive assistance:

A Web site: www.newboundary.com

Here you will find knowledge base articles, and responses to frequently asked questions.
A Phone: 612-379-1851 or 800-747-4487

Available 8:30 A.M. to 5:00 P.M. Central Time, Monday through Friday
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